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ID DATABASE

MOBILE
READER
(Antenna
embedded
cell-phone
 or PDA)

ChipTag implanted under skin of the user's upper-arm
with a unique ID embedded. Example: aliceg
milkshell8suitcase.

 Chip_User_Name Chip_User_ID Chip_Tag_Number Time_Stamp 
aliceg milkshell8suitcase AB54545YT 03:51 P.M. 
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Mobile Reader radiates
microwave on the chip.

It returns the Alice's ID
to the mobile reader for
the purposes of user
authentication.
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Mobile Reader automatically authenticates
the user ID (username and password) with
the Authentication Server by the means of a
Base Station/UMTS Mobile Networking and
Internet establishing a SSH Secure Shell
session.

Security

Safeguards
OTA Protocols

 Data encryption The Authentication
Server finds
Alice's record in
the database and
compares the
supplied value
with the stored
value giving her
access to the
needed resource.
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Figure 20: AuthenLink’s System (Scenario 1) UMTS Architecture Mode (Maximum Mobility).


